RWTH

Lehrstuhl fir Theoretische Informationstechnik TI

Homework 12 in Advanced Methods of Cryptography

- Proposal for Solution -
Prof. Dr. Rudolf Mathar, Michael Reyer, Henning Maier

15.01.2013
Solution to Exercise 37.
(a) ged(a,p—1) € {1,2,¢,2q} for all a € N since the factorizationisp—1=1-2-¢.

(b) p,q are prime with p = 2¢ + 1 (= Sophie-Germain primes), a, b are primitive
elements, and 0 < m < ¢ — 1. The hash function is defined by:

h(m) = a®™b*™ mod p

with 0 < zg, 21 < q¢—1Am = xq+ x19. The given function is slow but collision-free.

Proof: Assume there is a collision, i.e., at least one pair of messages satisfies:
m #m' A h(m) = h(m’).

It is to show that the discrete logarithm & = log,(b) mod p can be determined if a
collision is known. The two different messages are as in Ex. 10.2:

m = xg + I14,

/ / /
m = x,+ 114,

and the common hash-value is:

h(m) = h(m'),
P2 () — o)) = zy —xo (mod p—1). (1)

Furthermore, x; — 2} Z 0 (mod p — 1), otherwise it would follow that m = m/'.
To determine k, assume both 0 < k, k' < p — 1 fulfil (1). Then

It holds:

—p—-1)<k—K<p—1A
Ty £ 2] A
—(q—1) <z —2)<q—1.

Let d = ged(zq — 2!, p — 1), then it follows from (1) that d | (xf, — zo):



1)d=1=k—kK =0 (modp—1)=k=Fk (modp—1),ie., there is the
solution:

k= (v, —2)) " (z) —20) mod (p—1).
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(:1>)k<x1 dxl) _ (xo dxo) <mode>. 3)

It holds ged (ml_gcll 73;1) —14 (3) has exactly one solution kg < Z1:

2) d>1:

d Y

() () )

For the solution of (1), this yields multiple candidates: k; = ko + (’%1) -1, with
[=0,....d—1.

Recall from (a) that p—1=2¢ = d € {1,2,¢,2q} = d € {1,2} as
(ry—2))<gq—1=d=2asd>1.

Check all candidates ko, k, i.e., check if a* = b (mod p) or if akott =
(mod p) holds.

The candidate fulfilling the concruence is log,(b).

Altogether, finding collisions is hard because the determination of a discrete
logarithm is computationally extensive.



