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Solution of Problem 1
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It is to show that:
3 i
(csu® + cou® + cru + o) ((x + D + v +u+2) = Zi:o riu' (mod (u*+1)).  (2)

We expand the multiplication on the left hand side of (2), reduce it modulo u* + 1 € Fas|u],
and use the abbreviations (rg,r1, 72, 73)" according to (1).

(csu® + cou? + cru + co)((z + D +u® +u + )
= c3(x + Dub + cu® + cau® + czru®+
co(x + 1)u® + cou + cou® + coru®+
cr(x + Dut + cu® + cyu® + crrut
co(r + 1)u® + cou® + cou + co
= [es(x + 1)]u’ + [c3 + ca(x + 1)’ +
+ [e3m + o + ¢ + co(x + D] + [com + ¢ + colu® + [e17 + colu + oz

Now, we apply the modulo operation and merge terms:

[c3z + ¢ + c1 + (@ + Veolu® + [es(x + 1) + cox + ¢y + colu®+
[e3 + ca(x + 1) + c1x + colu + | + cox]

&, 3 2 N i 4
= rqu’ +rou” +riutry = Zi:o riu'  (mod (u® + 1))

Solution of Problem 2
Given: Alphabet A, blocklength n € N and M = A" =C.

A" describes all possible streams of n bits.

a) An encryption is an injective function ex : M — C, with K € K.
Fix key K € K. As e(+, K) is injective, it holds:



o {¢(M,K)| MeM}CC

o {e(M,K)|MeM}=M

e Since M =C = ¢(M, K) = C also surjective
o = ¢(M, K) is a bijective function.

A permutation 7 is a bijective (one-to-one) function 7 : X — X.
= For each K, the encryption e(-, K) is a permutation with X = A™.

b) With A={0,1} = |A| = |{0,1}| = 2, and n = 6 there are N = 2° = 64 elements.
It follows that there are 64! ~ 1.2689 - 103 different block ciphers.

Solution of Problem 3
Let ¢ : N — N the Euler ¢-function, i.e., p(n) = |Z}| with Z! = {a € Z,, | ged(a,n) = 1}.

a) Let n = p be prime. It follows for the multiplicative group that:
Z,=A{a €Zy|ged(a,p) =1} ={1,2,....p—1} = p(p) =p— 1.

b) The power p* has only one prime factor. So p* has a common divisors that are not
equal to one: These are only the multiples of p. For 1 < a < p*:

l-p, 2-p, ..., pt.-p=p-.

And it follows that
o) =pF —pF T =p"p—1).

c) Let n = pq for two primes p # ¢. It holds for 1 < a < pgq

1) plaVg|a=ged(a,pq)>1, and
2) ptangta= ged(a,pq)=1.

It follows Zy = {1 < a < pqg—1}\ {1§a§pq—1]pm}O{lﬁaﬁpq—l\quz} .

pq—1 elements q—1 elements p—1 elements

Hence: ¢ (pq) = (pq—1)—(¢—=1)—=(p—1) =pg—p—q+1=(p—1)(¢—1) = (p) p(q).
d) Apply the Euler phi-function on n with the following steps:

1. Factorize all prime factors of the given n

2. Apply the rules in a) to c), correspondingly.

0(4913) = o (17%) 2 172(17 — 1) = 4624, and

£(899) = (302 — 12) = »((30 — 1)(30 + 1)) = (29 - 31) ¥

= 28 - 30 = 840.



