RWTH

I Chair for Theoretical
Cryptography I Information Technology

Prof. Dr. Rudolf Mathar, Dr. Michael Reyer

Tutorial 2

- Proposed Solution -
Friday, April 26, 2019

Solution of Problem 1

a) Claim:
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Proof by induction.
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Obviously, it holds ¢ = ¢,.

b) We obtain an effective key:

k= (a= H:;l a; mod ¢q,b= ijl b; (H;Hl aj> mod ¢q)

Therefore, successively encrypting with two different affine functions is the same as
encrypting with only one effective key k = (a, b).

Solution of Problem 2

a) The explicit encryption function is given as:

Cik+1= Mik+1 + My + Mik43
Cik+2= Mik+1 + Mikt2

Cik+3= Mikt1 + Mygy3



b) To derive the encryption function, calculate the inverse of matrix A (in Fy). You may
first make sure that A~! exists.

detA=1-1-1+1-0-14+1-1-0-1-1-1-1-1-1-1-0-0=—-1=1%#0
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The explicit decryption function becomes:

Mik41= Cik+1 + Cikt2 T Cik+3
Mik+2= Cik+1 + Cik+3

Mik4+3= Cik+1 + Cik+2

Solution of Problem 3

a) Substitution cipher: Keys are permutations over the symbol alphabet ¥ = {zq, ..., ;1 }.
= As known from combinatorics, there are [! permutations, i.e., [! possible keys.

b) Affine cipher with key (b, a) and with symbols in alphabet Zg:
¢; = (a-m; 4+ b) mod 26
m; =a "' (c; —b)mod 26

For a valid decryption a~! must exist. a~! exists if ged(a,26) = 1 holds

= a € Zj;. 26 has only 2 dividers as 26 = 13 - 2 is its prime factorization.
ZLss ={a € Zss | ged(a,26) =1} = {1,3,5,7,9,11,15,17,19,21,23,25} C Zag

= |Zi4| = 12 possible keys for a.
There is no restriction on b € Zag, i.e., |Zog| = 26 possible keys for b.
Altogether, we have |Zgg X Zks| = |Zag| - |Z35g] = 26 - 12 = 312 possible keys (a, b).

c) Permutation cipher with block length L = L! permutations = L! possible keys.



