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Exercise 5. Prove Proposition 7.5: Let p > 3 be prime, p− 1 =
∏k

i=1 p
ti
i the prime

factorization of p− 1. Then

a is a primitive element modulo p⇔ a
p−1
pi 6≡ 1 (mod p) ∀i = 1, . . . , k.

Exercise 6. Prove Proposition 8.3: Let n = pq, p 6= q prime and x a nontrivial solution
of x2 ≡ 1 (mod n), i.e., x 6≡ ±1 (mod n). Then

gcd(x+ 1, n) ∈ {p, q}.

Exercise 7. Prove Proposition 9.2: (Euler’s criterion) Let p > 2 be prime. c ∈ Z∗
p is a

quadratic residue modulo p if and only if c
p−1
2 ≡ 1 (mod p).

Exercise 8. In RSA, often small exponents are used for encryption. Identify assets and
drawbacks of this method and suggest counter measures for the drawbacks.


